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		payload, begins somewhere in the payload envelope The actual starting point will vary, as we will see later The Path Overhead begins when the payload begins: Because it is unique to the payload itself, it travels closely with the payload The first byte of the payload is in fact the first byte of the Path Overhead A word about nomenclature: Two distinct terms are used, often (incorrectly) interchangeably The terms are synchronous transport signal (STS) and optical carrier level (OC) They are used interchangeably because, while an STS-1 and an OC-1 are both 5184 Mbps signals, one is an electrically framed signal (STS) but the other describes an optical signal (OC) Keep in mind that the signals that SONET transports usually originate at an electrical source such as a T1 These data must be collected and multiplexed at an electrical level before being handed over to the optical transport system The optical networking part of the SONET system speaks in terms of OC The SONET frame is transmitted serially on a rowby-row basis The SONET multiplexer transmits (and therefore receives!) the first byte of row one, all the way to the ninetieth byte of row one, then wraps to transmit the first byte of row two, all the way to the ninetieth byte of row two, and so on, until all 810 bytes have been transmitted Because the rows are transmitted serially, the many overhead bytes do not all appear at the beginning of the transmission of the frame  instead, they are peppered along the bitstream like highway markers For example, the first two bytes of overhead in the Section Overhead are the framing bytes, followed by the single-byte signal identifier The next 87 bytes are user payload, followed by the next byte of section overhead  in other words, there are 87 bytes of user data between the first three Section Overhead bytes and the next one! The designers of SONET were clearly thinking the day they came up with this, because each byte of data appears just when it is needed Truly a remarkable thing! Because of the unique way that the user s data is mapped into the SONET frame, the data can actually start pretty much anywhere in the payload envelope The payload is always the same number of bytes, which means that if it starts  late  in the payload envelope, it may well run into the payload envelope of the next frame! In fact, this happens more often than not, but it s OK SONET is equipped to handle this odd behavior We ll discuss it shortly.
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The SONET frame consists of 810 eight-bit bytes, and like the T1 frame is transmitted once every 125 msec (8,000 frames per second) Doing the math, this works out to an overall bit rate of
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		Any data recovery agent can recover an encrypted file when a user s private key fails to decrypt the file. To recover an encrypted file 1. Log on to a computer that has access to the user s profile; for example, a computer that belongs to a designated recovery agent or has a recovery key available on removable media such as a floppy disk. You might also log on at the user s computer, or the user might have a roaming profile. 2. Locate the encrypted file. For example, the user might have made a backup of the file by using Backup or sent the file to a WebDAV Web folder. 3. Decrypt the file by using either the cipher command or My Computer. This will make the file available to the user. For more information about decrypting files, see  Working with Encryption and Decryption  earlier in this chapter.
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		When an encrypted file is saved, Windows XP Professional automatically provides four levels of encryption and a fifth, the startup key, can be configured. These levels of encryption protect the encryption keys that are used to protect the file: 1. EFS provides the FEK, which encrypts the data in the file. 2. EFS uses the public key in the user s EFS certificate to encrypt the FEK. The public key and certificate are stored by default in the computer s certificate store. The corresponding private key, used to decrypt the FEK, is stored in an encrypted form in the user s profile for the corresponding user or the data recovery agent account in the RSA folder.
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